Instructiunea de securizare a certificatului de utilizator

Dupa instalarea certificatului de utilizator e necesar ca Dvs. sa-l securizati pentru a preveni folosirea lui Tn
scopuri frauduloase de catre persoane neautorizate. Pentru aceasta e necesar ca Dvs. imediat dupa ce
instalati certificatul emis de administrator, sa:

a) Exportati certificatului din Internet Explorer.

Pasul 1:

Accesati butonul Start, alegeti - Settings, dupa care - Control Panel (sau in meniul din browser Internet
Explorer accesati butonul Tools). Selectati optiunea Internet Options si veti obtine o fereastra ca in imaginea

de mai josin care trebuie sa accesati meniul Content.
21|
General |Secu1ty| Privacy | Content | Connections | Programs | Advanced |
Home page

To create home page tabs, type each address on its own line.
S bout:blank ;]
o
Use current | Use default Use blank |

Browsing history

l— Delete temporary files, history, cookies, saved passwords,
¥} and web form information.

[ Delete browsing history on exit

Delete... |  settngs |
Search
p Change search defauilts. Settings |
Tabs
Change how webpages are displayed in Settings |
] tebs.
Appearance
Coors | Langusges |  Fonts |  Accessiity |

Pasul 2:

La accesarea tabului Content se vor afisa optiunile (ca Tn imaginea de mai jos), unde dvs. trebuie sa apasati pe
butonul Certificates.

2]
General | Security | Privacy Content |Comecb’ons | Programs | Advanced |

Content Advisor

Ratings help you control the Internet content that can be
viewed on this computer.

My Settings

Certificates
Use certificates for encrypted connections and identification.

Clear SSL state Certificates I Publishers I
AutoComplete
= AutoComplete stores previous entries Settings I
% on webpages and suggests matches
for you.
Feeds and Web Slices
/| Feeds and Web Slices provide updated Settings I
[ M, é content from websites that can be
read in Internet Explorer and other
programs.

oK Cancel Apply




Pasul 3:

Dupa tastarea butonului Certificates se va afisa o fereastra (ca in imaginea de mai jos) din care

trebuie sa alegeti certificatul emis de administrator. Dupa ce alegeti certificatul de care aveti nevoie tastati
butonul Export.

2/

Intended purpose: I«:Ah l.]
Personal | Other Peopie | Intermediste Certification Authorities | Trusted Root Certficatior 4 | |

Ion Tonu webchent: 08.10.2009 <None>

Import... Export... Remave Advanced...

~ Certificate inbended narpnees
Cliorwt Authontication

Cloge

Pasul 4:
Apare o fereastra (ca in imaginea de mai jos) in care trebuie sa tastati butonul Next.

Certificate Export Wizard ' x|

Welcome to the Certificate Export

Wizard

This wizard helps you copy certificates, certificate trust
lisls and werlifiuate revucation bsts lrom a v Uole
store to your dsk.

A certificate, which is issued by a certification authority, is
a ronfirmatian of por identiby and cankaine nfremation
used to protect data or to establch secure natwork.
connections. A certificate store is the system arca where
certificates are kept.

10 CONUNUE, CICK NEXT.

Cancel




Pasul 5:
Dupa tastarea butonului Next apare o noua fereastra (ca in imaginea de mai jos) in care trebuie sa bifati
optiunea ,Yes, export the private key” si sa tastati din nou butonul Next.

Certificate Export Wizard ‘ x|

Export Private Key
You can cheoseo ko oxport the private loy with tho certifizcte,

Frivale keys aie passrvord protscled, I pou veant Lo sapoit Lhe privete key with the
certficate, you must type a password on a later page.,

Do you want: to export the pnivate key wih the certificate?
(¢ Yes, export the private key

" No, do nct export the private key

<ok [ peat> cancel |

Pasul 6:
Ca rezultat se va deschide o noua fereastra (ca in imaginea de mai jos) in care trebuie sa tastati din nou
butonul Next.

Certificate Export Wizard ﬁl

Export File Format
Cortifizates can be sxported n a varisty of Flo Farmats,

Sclect the Format you want to use:

" DER encoded Ginery % 503 (,CER

T Base-64 encoded %.509 (. CER)

= Cryptograchic Messaae Syntax Standard - PRES #7 Certifizetes (LP78)
I™ Include all certificates In the cartification pach If passble

fe Personal Informabon Exchange - PKCS #12 ( PF):
[ Include all certifcates in the cartificaton path if passile
W Enable strora orotection (reauires IE 5.0, NT 4.0 SP4 or above)
[ Delete the private key if the export is sucressful

<gack | tiext> cancel |

Atentie!ll Ca rezultat al operatiunilor de mai sus va aparea o fereastra (ca in imaginea de mai jos) in care e
necesar sa introduceti o parola pe care o veti utiliza de fiecare data cand veti importa acest certificat.



Este foarte important ca parola Dvs.:

a) sa fie cunoscuta doar de catre Dvs.;

b) sa nu fie transmisa altor persoane sub nici un pretext pentru a evita folosirea certificatului Tn scopuri
frauduloase de catre persoanele neautorizate.

Dupa ce introduceti parola solicitata de sistem tastati butonul Next.

Pasul 7:
Dupa tastarea butonului Next va apdrea o fereastra (ca in imaginea de mai jos) in care trebuie sa tastati
butonul Browse pentru a alege locul unde doriti sa salvati certificatul exportat.

Certificate Export Wizard




Pasul 8:
Dupa tastarea butonului Browse se deschide o fereastra (ca in imaginea de mai jos) in care trebuie sa alegeti
mapa unde doriti sa pastrati certificatul si sa indicati numele fisierului.

Save As E .ﬂl‘]
Savein | (L) VeKeys = Q% icm-
Fia name lmmm-j Z] Save
Save as ype: lPuswul Information E xchange (*.pfx) Zl Cancel
2
Pasul 9:
Dupa alegerea locului tastati butonul Save si apoi butonul Next pentru a exporta certificatul.
x
File to Export

Spocify the name of the Flo you want ko export

[ils nerms:
Cr\vbKaysticntonu. pfx

< Barck Next = Cancel

Pasul 10:
Daca exportul a fost efectuat cu succes va apare o fereastra (ca in imaginea de mai jos) cu un mesaj de

instiintare. In fereastra respectiva tastati butonul Finish.
x

&'ompletlng the Certificate Export
i

zard
You have successuly completed the Certificate Export

wizard,

You have specified the fallowng setings:

File Narre Ci\VEK
Expurt Keys Yoo
Include all certificates in the certificabon path  No
File Feemat Perscn
< | i

< Back I Finish I Cancel |




Pasul 11:
Pentru finisarea exportului tastati butonul OK (ca Tn imaginea de mai jos):

Certificate Export Wi x|

The export was successhul.

oK

b) Stergeti certificatul din Internet Explorer

Pasul 1:

Accesati butonul Start dupa care optiunea Settings, apoi - Control Panel (sau in meniu bara a
browser-ul Explorer accesati butonul Tools) . Selectati optiunea Internet Options. Din Internet
Options selectati meniul Content. Din meniul Content selectati optiunea Certificates.

Pasul 2:
Ca rezultat va aparea o fereastra (ca in imaginea de mai jos) in care trebuie sa tastati butonul Remove.

3
Intended purpose: [ <Al> -]

Perscnal | Other Pecpie | Intermediate Certification Authorities | Trusted Root Certficatir 4 |

Inport... EXport... genove | advarced...
~ Certificate intended prposes
Client Authentication
_ vew |
Pasul 3:

Dupa tastarea butonului Remove , va aparea o fereastra (ca in imaginea de mai jos) in care Dvs.
trebuie sa tastati butonul YES.

Certificates E |

! ! You cannct decrypt data encrypted using the cortificatos, Do you want to delete the certificates?

c) Adaugarea certificatului in Internet Explorer fara posibilitatea de export ulterior a cheii private.
Pentru a adauga un certificat fara posibilitatea de export ulterior a cheii private e necesar ca Dvs. sa:
Pasul 1:

deschideti mapa in care a fost salvat certificatul pe care I-ati exportat din Internet Explorer si sa
lansati fisierul necesar.



& C:\VbEeys

Be Edt Wew Fawvorkes Took  Heb
OEB:IL L * /- Seach Fold=rs mv

Address I_) Clubieys

3 icriar

File and Folder Tasks 2

J Make & nev bolder
€D Pubiich this foider to tha
Web

g Share this falder

Pasul 2:
tastati butonul Next aparut in fereastra noua reflectata in imaginea de mai jos

Certificate Import Wizard E x|

Welcome to the Certificate Import

Wizard

This wizard helps vou copy certificates, cartificate trust
ists, and certficate revocation lists from you diskto a
cerbficace store,

A certificake, which s issued by a certification authority, is
a cenfirmation of vour identity ard contans infarmation
used to protect data or to establich eacure nebwork
cennestions, A ceckFicate store is the system area where
certificates are kept,

To continue, click Next,

Pasul 3:
tastati butonul Next aparut in noua fereastra (ca in imaginea de mai jos).

Certificate Import Wizard ) x|

File to Import
Specify the file you want to import.

File name:
l C:\VbKeysljontonu.pfx Browse... |

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

< Back | Next > I Cancel




Pasul 4:
introduceti parola pe care anterior ati utilizat-o la exportul certificatului si apasati butonul Next,
aparut in noua fereastra (ca in imaginea de mai jos).

Certificate Import Wizard

Pasul 5:
ca rezultat apare o noua fereastra (ca in imaginea de mai jos) in care iarasi trebuie sa tastati butonul Next.

Certificate Imporlt Wizard




Pasul 6:
apasati butonul Finish care apare in fereastra noua asemenea imaginii de mai jos.

Certificate Import Wizard ‘ x|

Completing the Certificate Import

Wizard

You have successfuly completed the Cartificats Import
wizard,
You have specified the falowng sectings:

Certficebe Store Selacted Automaticaly dstarmned by t
Cunltent PFA

File Narre CAvbKeysiontory pfx

< Back Finish Cancel |

Pasul 7:
pentru finisarea importului tastati butonul YES (ca in imaginea de mai jos).

Certificate Import Wizd X|
\l.) The import was successful,

IMPORTANT!

Fisierul pe care 1l exportati din Internet Explorer trebuie pastrat in loc sigur (spre exemplu pe un suport de
memorie flash in safeu) si trebuie utilizat numai de catre persoanele autorizate.



